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Chapter 1 Brief of Mydradius

Mydradius is the user authentication and billingteyn which was developed based on
RADIUS ARemote Authentication Dial In User Serviéeand provides various data collecting
interfaces to the networks such as VIE#323/H245MGCP AS1P APPP DialupASDN APPPOEA
xDSL AVPN AWi-Fi AWISP, Instant messadgabberASIP A as well as E-Commerce webs.

Mydradius uses its delicate billing engine to psscmany types of raw data (or CDR)
including the CDRs of VoIP, PSTN, Broadband Accé4sdia Stream (Audio and Video) and IM,
and generates call bills according to call durataadl/ traffic volume, calling and called number,

as well as different billing policy or service pnfi

1.1 Standards and Protocols

Mydradius supports RFC286RFC2866/RFC286 7/RFC2868RFC2869 standards, as well

as PAP, CHAP, RFC2869 EAP-MD5, SIP-MD5, H323 H2d#hantication protocols.

1.2 Network Equipments Supported

Mydradius can supports the following network accdesices of made by the vendors
including RedHack, 3COM, BAY, CISCO etc., and suppsome VSA (Vendor Special Attributes)
of the network devices.

It supports Huawei Refiner A8010 1.5/2.0 and MASX¥¥ies, Bay 802.1X Broadband
switches, Beijing Diway's 802.1X broadband accesviak, Shanghai Zhuoyang’s PPOE
broadband access server, Sichuan Guopu’s PPOEhamédccess server and Shenzhen Yitai's
Bgate 1030 broadband integrated access server.

Mydradius can support several vendors’ VoIP gatenayd gatekeeps such as Quintum’'s
VOIP access server, H.323 GNUGK, SIP Ser, and ssdgfthing devices such as Shanghai Spider
AGN2000, MVTS soft switching and Shangyang’s UX2@0& switching device.

It can also connect with NetScreen VPN, supportaiihentication of Apache Web server,
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and user authentication and billing of Jabber Seié).

1.3 Platform Requirement

Mydradius can run on the servers including SUN BRIS 2.7/2.8ALinux 2.4/Linux 2.6
Aand RedHat Linux 7.8RedHat Linux 9.0%edora 14 edora 2/RedHat AS3/4 for Pentium CPU
serialAAand AIX 4.3/4.4; And needs database system suc®RACLES8IAORACLE9IA
ORACLE10g for Unix and Oracle 8i for LinukOracle 9i for LinuxE Oracle 10g for Linux/PC.

Also, if Mydradius run on PC/Linux systems, follmg configuration is recommended :
i.e., CPU: P4-1.8Ghz or above, Mem:1GB and abowaed Bisk: 80G; And for the reliable reason,

you can deploy the billing system on the redundaode.

1.4 Performance

Based on platform recommended above, Mydradiuspraness 350CDRs per second by
using only one server, and process 350*3600/3=420fimplete calls per hour if one call

consists of 3 call stages(authenticating, calling &lking, terminating).

1.5 Who Uses Mydradius

Mydradius can be used for authentication and kjlbnsiness of different customers, who are
VoIP service providers or its virtual service puetis, Internet access providers, Wi-Fi service
providers, IM(Instant Message) service providersd anetropolis broadband network, WIPS,
VPN SP, E-Commerce Webs, intelligence citizen esié, finance/ security exchange offices, as

well as remote teaching and schools.

1.6 Typical Scenarios

PSTN Network
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Chapters 2 Modules of Mydradius

Mydradius consists of 5 modules, which are Usehaatication, User Accounting, Billing,
User WEB Brower, and System Management. ChapterGhapter 5 shows the details of the
modules with the features, and Chapter 6 will dspice samples of GUIs with reports generated

by the system.

Chapter 3 User Authentication

Before accepting user logon into the network, tbeeas server or access gateway will pass
the accessing request to Mydradius server firstd #ren Mydradius server authenticates the
validity of user name, password before permittirgg dccesses to the network when the user
attempts to enter into the network by using VolfPnieal or PSTN handset, PPP dial-up, PPOE

dial-up, DHCP+virtual dial-up, VLAN virtual dial-upnd so on.

3.1 NAS Authentication

Mydradius process only the data packages whiclinéiated from the secure NAS that the
system permits, and the data packages from the tN&tSan not be recognized by the system will

be discarded automatically.

3.2 User Class

All of the network users will be classified intoveeal buckets including Post-paid, Pre-paid,
Free-Charge, Pre-paid card and Black-White listl setorded into the tables respectively. And
the related additional tables will be used to malaife and control the key information of the

pre-paid and registered users.
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3.3 Encryption of the Password

The password of the users are encrypted by usendelicate encrypting method, and kept by

the user privately.

3.4 Authentication for Single &Multi-Connections

The mechanism of single& Multi-Connection authestiicn permits an user sets up N
connections with the network. The system authetaticthe use to make the different number of
connections with network, i.e., no connections dobk established while N=-1, unlimited
connections allowed while N=0, and only one coninectan be setup when N=1, N connections
can be setup simultaneously while N>1. All of tesson information are logged into the user

control tables in the database.

3.5 Authentication of Black-White List

The system checks the black-white list for theeralit will reject the call directly when it
finds the caller number is recorded in the blask &nd permits the call to be setup while if finds

the caller number is in the white list.

3.6 Authentication of Binded Callers

Mydradius supports the authentication modes byibgdhe caller account number with
some other identifiers, that is, it authenticates tiser accessing to the narrowband network
(PSTN etc.) by checking the caller's number when d¢hller (the call initiator) initiates the call,
and authenticates the user accessing to the bnoddteswork based on MAC and VLAN, so that

it keeps the user account number from being eméezz} the other callers.

3.7 Authentication of user paid by month& High Cre  dit User

Based on the authentication policy, the systemtaies no checking process to the account
balance of the users whose payment by month or dnggiit users (including free charge users),
AddressO  Jiaye Building 2#911 Liujiayao Bridge Loop ThreejBgj China Page 11 of 35
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and allows them setup calls directly.

3.8 Authentication of User’s Account States

Mydradius will authenticate or check the user statéhich are Canceled, Suspended,
Normal ,Overspend. And the system could block tker's access whose state is Canceled or
Suspended, and permit the users with the othersstat accessing to the network.

3.9 VPN Support

Mydradius provides the enhanced support for VPDB&rsysit will automatically give NAS
the notice of VPN attributes of VPDN user when teer takes the call, so that the NAS
activates VPN function to support the user’'s VPardess.

3.10 Authentication for Roaming Access

The system can process or authenticate the reqiuestsexternal Radius servers(roaming
call authentication) as the proxy server, recoadltly of this call at the same.

3.11 Authentication of NAS

The system can assign the users to access to tiwerkeon the specified NAS or specified
VLAN, so that it can support separate authenticatio the different multi-service NAS.

3.12 IP Address Authority

The system can manage IP pool and assign a fixedidRess to a user who has passed the
authentication.

3.13 Bandwidth Authority

To guarantee QoS and keep some users from abb&rzahdwidth resource, Mydradius can
A1 authorize the users to use the specified bandwidth.

Chapter 4 Billing and Accounting

Mydradius Server receives, store and process thB @ackages from NAS or Gateways
after the user logoff the network.
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4.1 CDRs

The system will merges the data records of logahlagoff information into one CDR, and
keep complete and detail CDR in the database.

4.2 Security of CDRs and Accounting

Mydradius processes only the CDRs generated andfisen the recognizable NAS and
discards all of the CDRs from the unrecognizableSNAll of the discarded CDRs will be logged
for further processing. The system can accountdb®&s directly without taking any checking
action for these specified NAS.

4.3 Billing Record

The system generates detail fields of the billiegord, including user name, name of
roaming, NAS IP address and the port type, timmgsaof logon and logout, duration recorded by
NAS, caller and callee number, input byte numbetpot byte number, service type, Frame
protocol, Frame address, disconnect cause codd/anput package number, and so on.

4.4 Billing of Roaming

The system forwards the billing data packages & réfmote billing center by using its
roaming billing module.

4.5 Billing Policy

The system can define minimum unit price and geadhe billing based on the call duration,
traffic volume, number of calls, billing by day antbnth, etc..

The system gets the user related billing rate ftbentable, and generates the billing of the
calls, based on pre-defined billing policy whiclert are several kinds of preferential billing rate
for different users.

And the system generates the bills according td#séc rate when the preferential rate can
not be found for the user.

45.1 Preferential rate based on Time Slices

Billing based on the time slice means that thergjlrate is defined according to the time of
the call occurred, for example, the user can oliterpreferential rate ( half of the normal rafe) i
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he calls or logon the network between 23:00 an@®a810 next day, and all users can get the
preferential rate on Saturday and Sunday, as wsetirapublic holidays, festival days. Also, the
system can define specified groups of the usersbtain special preferential rate within the
promotional days.

4.5.2 Preferential Rate with Upper-Lower Limit

The system can define and use the preferentiabfaipper and lower limit, which is mainly
used for the following services such as paid by gaid by month, call number or traffic volume.
For example, the user pay USD20.00 less than 1004mage while USDO0.5/hour usage fee will
be charged if his usage time exceed 100 hoursfheutotal usage would not exceed USD35
within the specified period of time (this means tiedwork usage cost should be between USD20
(lower limit)- and USD35(upper limit) within thainte slice).

4.5.3 Administration of Billing Policy

The system provides the administration fundidor the billing policy, such as adding,
editing, deleting and screening based on ID, Dpsor, Status, conditions of policy, and the
administrator can easily operate on it by using WEHI.

4.6 User Bills

Mydradius generates bills for the users based enU$er Account ID, User Name, Start
Time, End Time, Duration, Total Cost of Usage, Erefitial fee. All of user billing will be
generated automatically.

4.7 User Payment Information

Mydradius records and processes the user payméormiation including Payment ID,
Payment mode(pre-paid card, credit card, casl), Bayment Time, Payment Number and so on.

4.8 User Information and Management

4.8.1 UserClass

Mydradius classify the users into the registereersjspre-paid users, Wholesales, Carriers.
And further, the registered users are classifiesklaon payment by month, payment by traffic
volume or call number, payment by usage time angnpat by time with higher credit. The
pre-paid card users are classified based on mtmih, time+traffic volume, traffic volume and so
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on.
Based on the user classification, Mydradius wik ggparate billing policy to calculate the
usage fee for individual user.

4.8.2 User Account Management

The users can apply a account for himself by Wiibhis Name, Job, Address etc. in the
application form. But the pre-paid card users canragister online, who can only get the card
form the administrator after the pre-paid card gejanerated.

The registered users can modify the their basicsteginformation, but the pre-paid card
users can modify the password.

The user can query their billing reports for camfing the fee, and get receipt. The user can
download his billing and call reports directly irdel or CSV formats.

And the user can recharge by his pre-paid cardieatit card etc.

Chapter 5 System Management and
Billing Reports

Management and statistic reports are key tigkbte system, which include hierarchical
administrators, Radius management, user accourdgeament, statistic of user usage with the fee,
customer service management.

5.1 Hierarchical Administrator

Myradius sets different privileges for differentinfttional groups, and the administrators at
the different levels can get the correspondentaijpey privilege.
The administrators can be classified into s@gieninistrator, regional administrator, business
unit administrator and customer service supervist,, and each of administrator can access
different level information on execute differenvdétasks.

5.2 System Management of Mydradius

5.2.1 Management of Dictionary

The dictionary used by Radius and NAS are storethéndatabase, and controlled by the
database management systédm.
The administrator can add more NAS clients, NASreskl ports and so on, so as new NAS
can be integrated into the system. And the roamgggys, NAS can be added also.

AddressO  Jiaye Building 2#911 Liujiayao Bridge Loop ThreejBgj China Page 15 of 35
Phone/Fax)+86-10-87676901
WebsiteO  http://www.diway.com



Blway . cation and 5l
Mydradius V9.0 Ugerthentication and Billing System

5.2.2 NAS Performance

The administrator can get the specified NAS per@oroe including CPU/Mem/Link
utilization, and give some suggestions for NAS aggrg, or replacing new devices.

5.2.3 LOG Query

Mydradius logs all of the operations into the ldgd, including the logs of authentication,
billing, settlement, administrating and serviceqass, etc..

5.2.4 Automatic Database Backup

The administrator can set the scheme for databaskup, for example, the system will
backup the database automatically each week Idlokup scheme is setto 1 week.

5.3 User Account Management

Beside of user managing his own account via Webdrilyius has many other user
management features.

Balancing Account Manually

The system also allows the administrator add mamey or subtract it from the specified
user account manually and record detail of theaifmers into the log file.

Modifying User Information

Mydradius permits the administrator to modify ugmssword, user state and account
information.

5.4 Billing Policy Management

Mydradius permits the billing engine to be confegifor flexible billing.

The super administrator can setup, add, deletenaodify billing policy for specified user
account, define various of billing mode such ad Oafation-based, Traffic Volume-Based, Paid
by day or by month. Also, the system allow to sdiiliing policy for more add-ons services that
the carrier is promoting.
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For balancing between the wholesales, the systensetp the another kind of settlement
policy (i.e. the contracted billing rate dedicatknt settlement with the wholesales)which is
different from the billing policy. So the wholesslase the billing rate with its customer(network
user) and use settlement policy to balance wittc#nger.

5.5 Statistic Reports

Mydradius will generate the following daily and ntibly reports such as usage duration,
traffic volume, total number of calls, total revenahe distribution the users sorted by registered
user, the pre-paid users, ARPU increase percerti@geand analysis and statistics daily reports
for the specified month and the specified region.

All of the reports can be illustrated in graph |¢éalpie chart, or bar chart.

All of the reports can be browsed via Web, or semhailbox in PDF/EXCEL/CSV formats.

Chapter 6 Samples of the GUI

(The GUI is Chinese, and can be changed to othemguages such as English etc.)

6.1 Logon GUI

A ALk R WAL WEM % — Nicrosoft Internet Explorer
IMHE REE FFW YwEw TAO #MEBE
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6.4 User Account Administration
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6.5 Modifying User Account Information
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6.7 Billing Detail Report
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6.9 Making calling Cards in Batch
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6.10 Management for the Pre-paid Cards
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6.11 Management NAS and Gateways
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6.12 Defining the Billing Rate
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6.13 Revenue Report
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6.14 Management of the Dealers
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6.15 Daily Summary Report
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6.16 Monthly Statistic Report
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6.17 Call Duration Statistics Bar Chart

Yearly Report

AddressO  Jiaye Building 2#911 Liujiayao Bridge Loop ThreejBgj China Page 32 of 35
Phone/Fax)+86-10-87676901
WebsiteO  http://www.diway.com



Mydradius V9.0 Ugerthentication and Billing System

Daily Report

6.18 Number of user sorted by Month
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6.19 Historical Reports by Year and Month

6.20 Exporting Bills
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